MERCHANT AGREEMENT

This Merchant Agreement is for merchant card payment processing services among the merchant that signed the Merchant Application (hereinafter referred to as “Merchant”) and   FORMDROPDOWN 
 (hereinafter collectively referred to as “Bank”).

BACKGROUND

Merchant is in the business of selling or leasing goods to, or performing services for its customers.  Merchant desires to participate in one or more processing programs that will enable Merchant to accept alternative methods of payment from its customers.

Bank provides, among other services, commercial services to merchants, including the authorization, processing, transaction data capture, and payment transmittal to merchants resulting from payments initiated by customers making payment for goods and services by means of certain credit and debit cards.

Merchant has requested, and Bank has agreed to permit, subject to the terms and conditions of this Agreement, Merchant’s participation in Bank’s card processing programs and services as indicated in the Merchant Application.

NOW THEREFORE, in consideration of the covenants and conditions hereinafter set forth, the parties hereto agree as follows:

1. General.  By completing the Merchant Application, Merchant applies for Bank’s card processing programs and services selected by Merchant on the Merchant Application.  In its sole and absolute discretion, Bank may accept or reject Merchant’s Merchant Application.  Merchant agrees to participate in Bank’s card processing program and will comply with the terms and conditions of this Agreement for submitting and processing credit card transactions with Bank.  Bank is responsible to Merchant for processing transactions for the card program services to which Merchant subscribes, which may vary among card types.   

2. Honoring cards.

a) Approved Cards:  Unless the context requires otherwise, “Bank Cards” shall mean credit or debit cards bearing the Visa(, MasterCard( or Discover( identifying logos, whether issued by Bank or other authorized issuers; “PIN-based Debit Cards” shall mean debit cards utilizing a personal identification number (“PIN”), whether issued by Bank or other authorized dealers; “Debit Cards” shall mean PIN-based Debit Cards and such other debit cards for which Bank offers card processing services; “Authorization Only Cards” shall mean credit cards bearing the American Express( or Diners Club( identifying logos; and “Approved Cards” shall mean the Bank Cards, Debit Cards and Authorization Only Cards identified for processing  by Bank.  The holder of an Approved Card shall be hereinafter referred to as a Cardholder. Merchant must provide Bank written notice, not less than thirty (30) days in advance, of its election to accept only one of the following types of cards: (i) “Off-line Debit Cards”, or (ii) “Credit Cards.”  Merchant understands and acknowledges, however, that Merchant, not Bank, is solely responsible for assuring, by whatever means, that its accepts only such elected type of cards. 

b) Accepting Approved Cards:  Merchant will sell or lease goods and/or provide services to the holders of all valid, unexpired and properly tendered Approved Cards and to accept Approved Cards and receive payment therefor from Bank in accordance with the terms of this Agreement (herein individually or collectively called a “Transaction”).  Merchant will not: (i) impose a surcharge on a Cardholder who elects to use an Approved Card in lieu of payment by cash, check or other mode of payment; provided, however, that nothing contained in this Agreement shall prohibit Merchant from offering a discount to Merchant’s customers making payment by cash; (ii) provide cash to a Cardholder; (iii) charge the holder of a Debit Card more than the Amount the Cardholder would pay if payment was made by cash or check; or (iv) establish a minimum or maximum dollar credit card transaction amount.  Merchant will prominently display at its place of business Approved Card emblems and other promotional material and literature provided by Bank.  If permitted and approved by Bank, Merchant may use Approved Card service marks or design marks in its own advertisements and promotional materials (subject to Bank’s approval of such use and upon such conditions as Bank may require).  Prior to accepting any Approved Card, Merchant shall establish a deposit operating account at Bank or at a financial institution designated by Bank (“Operating Account”) through which fees, charges and/or credits due hereunder may be processed.

3. Documenting Approved Card Transactions.  Each transaction shall be reflected on a sales receipt or a credit receipt supplied or approved by Bank and shall contain the following information:

a) Merchant’s legal name and/or Merchant’s registered trade name, Merchant’s location, and Merchant’s identification number designated by Bank;

b) The Approved Card number and the expiration date of the Card, or a truncated version of the Card number and expiration date, as provided in the operating regulations of Visa, MasterCard or Discover, as amended from time to time;

c) A brief description of the goods and services involved in the Transaction;

d) The selling price, together with applicable taxes, other charges or gratuities, and the total amount of the Transaction;

e) Signature of Cardholder or authorized user, date of the Transaction and the Transaction approval number for the Transaction; 

f) The operating regulations of Visa, MasterCard, or Discover that may be applicable to specific merchant types, as amended from time to time; and  

g) Such additional information which may from time to time be required by Bank and/or and Approved Card issuers.

Merchant will deliver to its customer in each Transaction a true and completed copy of a sales receipt or credit receipt.  Merchant will not transmit a sales receipt to Bank until such time as Merchant has performed its obligations to the Cardholder in connection with such Transaction.  Merchant shall be solely responsible for determining the operating regulations that are applicable to it, and Bank shall have no responsibility for notifying Merchant of any changes in operating regulations. 

4. Prohibited Transactions.  Merchant will not (i) extend credit for, or defer the time payment of the total cash price in any Transaction; (ii) honor an Approved Card except in a transaction where a total cash price is due and payable; (iii) make any special charge to or extract any special agreement or security from any Cardholder in connection with any Transaction; (iv) transmit or accept for payment any sales receipt for a Transaction which was not originated as a result of a direct Transaction between the Merchant and a Cardholder for the bona fide sale of goods or the performance of services of the type indicated in the Merchant Application for card processing services initially submitted to and approved by Bank; or (v) honor or accept an Approved Card in payment for any legal services or expenses arising out of or related to (A) dishonored checks, (B) any domestic relations matter where such services or expenses are furnished to a person whose name is not embossed on the Approved card or (C) any bankruptcy, insolvency, compromise, composition, or other proceeding affecting Cardholder’s creditors; (vi) honor or accept an Approved Card in Payment for any child support owed; (vii) use its own Approved Card, or one to which it has access, to process a Transaction for the purpose of obtaining credit for its own benefit; (viii) re-deposit a previously charged back transaction, regardless of whether Cardholder consents; or (ix) submit any Transaction to Bank which Merchant knows or should have known through the exercise of reasonable care in accepting the Transaction to be fraudulent or not authorized by the Cardholder.  If Merchant elects to dispute a chargeback, it will do so by sending Bank a written request for representment, accompanied by supporting documentation.

5. Authorizations/Floor Limits.  Merchant will submit each Transaction for specific authorization from Bank’s Authorization Center using an electronic terminal approved by the Bank, or as otherwise directed by Bank.  If Merchant accepts PIN-based Debit Cards or other approved Debit Card Transactions, the electronic terminal must provide both a PIN Pad capable of processing the Cardholder’s personal identification number together with a printer.  If the terminal in inoperable at the time of an authorization request, Debit Card Transactions will be declined by Merchant, but other Transactions for Approved Cards other than Debit Cards may be authorized by using the appropriate dial-up facility and entered into the terminal later that day as a forced-sale, if the approval number is also entered.  If such alternate authorization is granted, Merchant will obtain a manual imprint of the card and an authorized signature and will enter said approval number on the sales receipt.

6. Transmittal of Drafts, Payments and Chargebacks to Merchant’s Operating Account.
a) Electronic Transmittal of Sales Receipts:  If Merchant has electronic processing capabilities, Merchant shall submit each Approved Card Transaction for authorization via an electronic terminal as provided in Section 5 hereof.  The Bank shall authorize or decline such Transactions transmitted for authorization and shall capture and process for the Merchant the information relating to the Transaction.  The information to be transmitted by the Merchant through the terminal shall include, but shall not be limited to, the information required on a sales receipt excepting only the description of the goods and services provided, and the Cardholder signature.  Merchant will include any additional information necessary for Bank to comply with all legal requirements for billing Cardholders or as may from time to time be required by Bank and/or the Approved Card issuer.  Merchant is required to initiate and reconcile one or more Summary Transactions for each Merchant Terminal each day.  If Merchant has established a deposit operating account at Bank, Bank will provisionally (subject to final payment of such Transactions) credit Merchant’s deposit operating account in an amount equal to the reconciled Summary Transaction total received prior to the cut-off time established by Bank, exclusive of Transactions initiated with an Authorization Only Card, of all Merchant’s terminals since the previous credit including any adjustments.  Credits to Merchant’s deposit operating account will be available on the business day following the receipt by Bank of the reconciled Summary Transaction, unless Bank has notified Merchant of an alternate availability schedule.  Bank reserves the right to change the availability schedule from time to time, with any such change effective upon written notice to Merchant.  If Merchant has not established a deposit operating account at Bank, Bank will credit Merchant in such manner as Bank shall deem appropriate.  Upon receipt of a reconciled Summary Transaction total containing a Transaction initiated with an Authorization Only Card, Bank will transmit the Transactions initiated with an Authorization Only Card to the issuer of the Authorization Only Card, or its designated agent.  If the Merchant fails to initiate and reconcile a Summary Transaction for any day, the Bank will not grant a credit for such day.  Merchant shall not process any Transaction until it receives written or electronic confirmation that (i) where the Transaction involves sale of goods, the goods have been shipped or (ii) where the Transaction involves the provision of services, the services have been performed.  

b) Sales Without Presentation of an Approved Card:  If Merchant has been specifically authorized in writing by Bank prior to accepting any such Transactions, Merchant may accept, subject to the additional requirements set forth in this Section 6.b), transactions initiated by mail, by telephone, and by the Internet, all without presentation of a Bank Card (herein referred to as a “Cardless Transaction”).  If Merchant, at any time, accepts one or more Cardless Transactions without the authorization of Bank as provided in this Section 6.b), or if Merchant processes any Cardless Transaction prior to receiving written or electronic confirmation of the shipment of the subject goods or the provision of subject services, as the case may be, Bank may immediately terminate this Agreement and chargeback to Merchant the value of all Transactions processed by Bank from the date of this Agreement to the date of such termination.  Any Cardless Transaction accepted by Bank shall, notwithstanding the prior authorization thereof by Bank or Merchant’s compliance with any supplemental authorization or verification procedures required or recommended by Bank in connection with Cardless Transactions, be accepted with full recourse to Merchant and may be charged back to Merchant, at Bank’s discretion.  Merchant will comply with any supplemental authorization or verification procedures from time to time required by Bank in connection with Cardless Transactions.  Merchant agrees that all Visa or MasterCard transactions involving a mail order, telephone order, an order placed or completed over the internet (“e-commerce order”) or pre-authorized order are at the Merchant’s risk and if made, Merchant shall be deemed to warrant that the person whose name appears on the Sales Draft as Cardholder is the person making the purchase.  All capitalized terms shall have the meaning ascribed to them from time to time by Visa and MasterCard operating regulations. Merchant further agrees to abide by the following procedures in processing telephone order, mail order, e-commerce order, pre-authorized order or recurring sale transactions:

i) Sales Drafts/Order Forms:  (1) in addition to all information presently or hereafter required in Section 3 of this Agreement, the Sales Draft or Order Form shall show on the signature line “MO” (Mail Order), “TO” (Telephone Order), “PO”, “E-Commerce” (e-commerce Order), (Pre-Authorized Order), “Pre-Authorized Health Care”, “Recurring Transaction”, “No Show”, “Advance Deposit”, or “Priority Check-Out” , as applicable; (2) No Cardholder signature is required on mail orders or telephone orders; and (3) for internet based transactions (“E-commerce”), the transaction receipt shall identify the Merchant’s online Uniform Resource Locator (“URL”).

ii) Pre-Authorized Orders – General:  If the Merchant agrees to accept a pre-authorized order, the Cardholder shall execute and deliver to the Merchant a written request for such pre-authorization.  Said request will be retained by the Merchant and made available upon request to the Bank.  The Merchant shall not deliver goods or perform services covered by a pre-authorization after receiving specific notification that the pre-authorization is cancelled or that the card covering the pre-authorization is not to be honored.

iii) Pre-Authorized Health Care Transactions:  The following procedures shall be applicable to pre-authorized health care transactions:  (1) If the Health Care Merchant agrees to accept a pre-authorized health care Transaction from a Cardholder for the purchase of services, the Cardholder shall complete and deliver to the Health Care Merchant an order form containing a written request for such services to be charged to the Cardholder’s account.  The Order Form must at least specify the assignment of insurance benefits by the Cardholder to the Health Care Merchant, the Cardholder’s authorization for the Health Care Merchant to charge the Cardholder’s account for only that portion on the bill due subsequent to receipt of any applicable insurance payment by the Health Care Merchant, and the duration of time for which such Cardholder’s permission is granted, such period not to exceed one year.  In the event that a pre-authorized health care Transaction is renewed, the Cardholder shall complete and deliver to the Health Care Merchant a subsequent order form continuation of such services to be charged to the Cardholder’s account; (2) A copy of the Order Form must be retained for the duration of the period for which it is in effect and provided in response to Bank’s request; (3) A Health Care Merchant must not complete an initial or subsequent pre-authorized health care Transaction after receiving a cancellation notice from the Cardholder, its Acquirer or a response that the card is not to be honored  The Health Care Merchant shall type or print legibly on the “signature line” of the Sales Draft “Pre-Authorized Health Care”;  (4) Upon receipt by the Health Care Merchant of the notice of adjudication from the Cardholder’s insurance company, the Health Care Merchant shall complete a Sales Draft and request authorization for the amount of the Cardholder’s portion of the bill.  The sales draft must be submitted into interchange within 90 days of the date of services.

iv) Recurring Transactions.  If the merchant agrees to accept a Recurring Transaction from a Cardholder for the purchase of goods or services which are delivered or performed periodically, the Cardholder shall complete and deliver to the Merchant an Order Form containing a written request for such goods or services to be charged to the Cardholder’s account, the frequency of the recurring charges and the duration of time for which such Cardholder’s permission is granted.  In the event that a Recurring Transaction is renewed, the Cardholder shall complete and deliver to the Merchant a subsequent Order for continuation of such goods or services to be charged to the Cardholder’s account.  A Recurring Transaction may include the payment of recurring charges such as insurance premiums, subscription, membership fees, tuition or utility charges.  A Recurring Transaction may not include partial payments made to the Merchant for goods or services purchased in a single Transaction, nor may it be used for periodic payments of goods or services on which the Merchant assesses additional finance charges.  A copy of the Order Form must be retained for the duration of the recurring charges and provided in response to Bank’s request.  A Merchant must not complete an initial or subsequent Recurring Transaction after receiving a cancellation notice from the Cardholder, its Acquirer or a Response that the Card is not to be honored.

v) Installment Payments.  A Merchant may offer Cardholders an installment payment option for its mail/telephone or e-commerce order merchandise under the following conditions.

1) The Merchant’s material must clearly disclose the installment terms including but not limited to (1) the availability of the plan for selected items or the total amount of the order and (2) the handling of the shipping and handling charges and any applicable tax.  The material must also advise Cardholders who are not billed in the Transaction currency of the Merchant that the installment billing amount may vary due to the fluctuation of the currency conversion rates between the Transaction currency and the billing currency at the time each installment is processed.

2) No finance charges may be added by the Merchant.  The sum of the installment Transaction may not exceed the total sale price of the merchandise on a single Transaction basis.

3) Authorization is required for each installment Transaction.

4) The Merchant may not deposit the first installment Transaction with its Acquirer until the merchandise is shipped or the services are performed.  Subsequent installment Transaction must be deposited at intervals of (1) 30 days or more or (2) the anniversary date (i.e. the same data each month). 

5) In addition to the Merchant name, an appropriate installment Transaction descriptor (e.g. 1 of 5, 2 of 5) must be included in the Merchant name field of the Clearing Record. 

vi) Retrieval Request.  In addition to the Transaction information required by this Agreement, in the case of mail orders, telephone orders, e-commerce orders or Recurring Transactions, Merchant must record, retain, and promptly produce upon request the “ship to address” and address verification service code (where applicable) for each transaction.

c) Chargebacks:  Subject to any contrary provisions in this Agreement, the acceptance by Bank of any sales receipt for deposit to Merchant’s account shall be made with full recourse to Merchant, including without limitation where:

i) The Transaction is based on a pre-authorization form and the Approved Card on which the pre-authorization (not available for use with any Debit Cards) was based has been cancelled and Merchant was so notified.

ii) The Approved Card giving rise to the Transaction has been cancelled and prior to, or at the time of, the Transaction. Merchant has received or receives notice of such cancellation through the electronic terminal, in writing or otherwise.

iii) The Approved Card had expired prior to the date of the Transaction or the date of Transaction was prior to the validation date, if any, indicated on the Approved Card.

iv) The sales receipt does not contain the signature that appears in the AUTHORIZED SIGNATURE panel of the Approved Card.

v) The sales receipt for an Approved Card Transaction is unsigned by the Cardholder or the electronic transmittal does not contain the required information indicated in this Section 6

vi) The electronic transmittal for a Debit Card Transaction does not include the Personal Identification Number (PIN) of the Cardholder.

vii) The sales receipt represents a Transaction on which Bank has received a complaint from or on behalf of a Cardholder stating that there is an unresolved dispute between Merchant and the Cardholder.

viii) The sales receipt lacks the information required by Section 3 hereof or the Bank receives a written complaint from or on behalf of a Cardholder that the Cardholder did not make or authorize the Transaction.

ix) A setoff or counterclaim of any kind shall exist in favor of any Cardholder against Merchant that may be asserted in defense of an action to enforce payment against such Cardholder in a Transaction.

x) The sales receipt represents a transaction that was made at or by a Merchant other than the Merchant named in this Agreement.

xi) Merchant fails to take an impression of an Approved Card that was not electronically read by the terminal.

xii) The sales receipt is an attempt to circumvent the Floor Limit by ticket splitting or otherwise deposit or payment.

xiii) The Transaction otherwise violates the terms of this Agreement.

In any such case, Bank shall not be obligated to accept a sales receipt for deposit to Merchant’s Operating Account.  If Bank has credited Merchant’s Operating Account for a Transaction involving any of the circumstances indicated above, Bank may chargeback the amount of such Transaction without prior notification, which amount Merchant will pay in the manner hereinafter provided.  Not less than once per month, Bank shall provide Merchant with an itemized statement (Merchant Statement) of all charges and credits to Merchant’s Operating Account at Bank.  All information appearing on the Merchant Statement shall be deemed accurate and affirmed by Merchant, unless Merchant shall object by written notice specifying the particular item in dispute delivered to Bank within thirty (30) days of the Merchant Statement Date.

d) Suspension of Transmittal Processing:  In the event Bank, at any time and from time to time, determines or reasonably believes that Merchant has transmitted Transactions which are not in compliance with this Agreement in any respect, Bank may, in addition to taking any other action permitted under this Agreement, suspend processing for payment to Merchant of any or all Transactions submitted to Bank until such time as Merchant provides evidence satisfactory to Bank that such Transactions are in all respects in compliance with this Agreement.

e) Authorization Only Card Transactions:  Bank’s sole responsibility with respect to any Transactions initiated with an Authorization Only Card shall be to request Transaction authorization from the issuer of the Authorization Only Card or its designated processor and, upon transmittal of the Transaction to Bank, to transmit or send the Transaction to the issuer of the Authorization Only Card or its designated processor.  Bank shall have no liability for the payment to Merchant of Transactions initiated with an Authorization Only Card, and Merchant will indemnify and hold harmless Bank from and against any and all liabilities, losses, claims, damages, and expenses, including reasonable attorneys fees, suffered or incurred by Bank arising out of, or resulting from any Transaction initiated with an Authorization Only Card, except such liabilities, losses, claims, damages, and expenses which are caused solely by Bank’s gross negligence or willful misconduct in performing its obligations under this Section 6.e).

f) Hold on Funds:  Bank may immediately upon notification put a hold on funds in Merchant’s deposit operating account at Bank, in the event of any request for retrieval of a sales receipt, any existing or potential chargeback, and any transaction considered by Bank to be suspicious or fraudulent.

g) International Exchange Rate:  The exchange rate between the Transaction currency and the billing currency used for processing international transactions will be a rate selected by Visa from the range of rates available in wholesale currency markets for the applicable central processing date, which rate may vary from the rate Visa itself receives, or the government-mandated rate in effect for the applicable central processing date, in each instance, plus or minus any adjustment determined by the Card issuer.  International fees assessed by Visa, MasterCard, or Discover shall be charged to Merchant in addition to other fees payable by Merchant as described in Section 10.  Bank may pass any International fees assessed by Visa, MasterCard, or Discover through to Merchant to be reflected on Merchant’s monthly fee schedule. 

7. Merchant Servicers and Agents.  
a) Merchant must notify Bank and receive Bank’s approval prior to engaging any merchant servicer or agent (a “Merchant Servicer or Agent”) in connection with Merchant’s acceptance of Cards or the submission of Transactions to Bank. Merchant shall provide Bank at least sixty (60) days advance written notice of Merchant’s election to use a Merchant Servicer or Agent.  Bank may approve or deny the use of a Merchant Servicer or Agent in its sole and absolute discretion and at any time. If a Merchant Servicer or Agent is required to certify, register, or act in any fashion pursuant to the security procedures set forth in Section 14, Merchant shall cause such Merchant Servicer or Agent to cooperate with Bank in completing any steps required for registration and/or certification and/or action. Merchant is solely responsible for any and all applicable fees, costs, expenses and liabilities associated with such registration and/or certification and/or action. Bank shall in no event be liable to Merchant or any third party for any actions or inactions of any Merchant Servicer or Agent used by Merchant, and Merchant hereby expressly assumes all such liability.

b) The use of a Merchant Servicer or Agent or software or systems provided by a Merchant Servicer or Agent that has connectivity to the Internet poses an increased risk, and Merchant assumes all liability for such increased risks. If Merchant utilizes software or hardware with a connection to the Internet and such hardware or software interacts in any capacity with the provision of services contemplated pursuant to the Agreement, Merchant is solely liable without limitation for any and all consequences of such interaction.

c) Merchant agrees and shall ensure that Merchant Servicers and Agents transmit data in accordance with: (a) the required format(s) of Visa, MasterCard, and Discover; (b) the security procedures described in Section 14; and (c) the requirements of Bank. Merchant must have a written contract between the Merchant and its Agent or between the Merchant and the Merchant Servicer that stipulates adherence to the provisions of such information security requirements. Merchant shall indemnify and hold Bank harmless against losses or damages arising from the acts or omissions of Merchant Servicers or Agents engaged by Merchant.

8. Adjustments and Returns.  Merchant will maintain a fair exchange and return policy and make adjustment with respect to goods and services whenever appropriate.  If goods are returned, if any services are terminated or cancelled, or if any price adjustment on a Transaction is allowed by Merchant, the Merchant will prepare and transmit a credit or return Transaction for the amount of the adjustment as a deduction from the total amount of sales receipts transmitted that day.  Credit or return Transactions may only be processed for the Approved Card used for the original Transaction and may not exceed the amount of the original Transaction.  If the amount of the credit or return Transactions exceeds the amount of the sales receipts transmitted that banking day, Bank will charge the Merchant’s Operating Account for such excess amount.  The sales receipt for any Transaction for which no refund or return will be given must be conspicuously marked as “final sale” and “no returns” on the customer’s copy at the time of the Transaction.  Merchant will make no cash refunds on Approved Card Transactions and to handle all credit adjustments as provided above.

9. Customer Complaints.  The amount of liability in connection with any such claim or defense may be fixed by applicable law or regulation as of a specific time.  Accordingly, Merchant will maintain in writing with respect to each claim or defense asserted by an approved Cardholder involving a Transaction for which Merchant receives notice, (i) the Cardholder’s name, (ii) the Approved Card number (iii) the date and time the Cardholder asserted the claim or defense, (iv) the nature of the claim or defense, and (v) the action which Merchant took in an attempt to resolve the dispute.  Merchant shall furnish Bank with such information upon request.  Merchant indemnifies and holds harmless Bank from and against any liability (including all legal fees and costs) that Bank may incur as a result of Merchant’s failure to comply with this provision.

10. Pricing, Fees, Costs, Billing.  
a) For each Approved Card sales receipt accepted using the service, Bank will charge Merchant an amount equal to a specified percentage of the total cash price of such draft (“Merchant Discount Rate”) and/or a specified amount per transaction (“Merchant Item Fee”), as set forth on Bank’s Pricing Schedule, which is incorporated herein by reference, and which may be amended from time to time by Bank.

b) Bank will charge Merchant a monthly service fee regardless of whether Bank has accepted any Transactions from Merchant (“Maintenance Fee”), a $20 monthly fee for failure to achieve a minimum of $20 in total statemented merchant fees excluding all fixed monthly fees and other such fees and charges determined by Bank.  

c) Bank will charge Merchant a non-refundable annual fee for the costs associated with SecurityMetrics (“SecurityMetrics Fee”) in the amount of $120.00 unless otherwise specified in Bank’s Pricing Schedule, payable to Bank upon execution of the Merchant Application and each anniversary thereof.  The SecurityMetrics Service Fee for any year shall be nonrefundable once paid by Merchant.

d) If Bank determines, in its sole discretion, that Merchant has failed to comply with any of the Cardholder Information Security Requirements, as described in Section 14 (“Non-Compliance”), Merchant shall be required to pay a non-compliance fee (the “PCI Non-Compliance Fee”) in the amount of $19.95 for each month or partial month that Merchant remains Non-Compliant.  The PCI Non-Compliance Fee shall be assessed on a per-location basis, so that Merchants with multiple locations shall be required to pay a PCI Non-Compliance Fee for any location that is Non-Compliant.  The PCI Non-Compliance Fee shall be non-refundable once paid by Merchant, even if compliance is achieved during the month of payment.  Bank reserves the right to increase the PCI Non-Compliance Fee by providing fifteen (15) days notice to Merchant.

e) Merchant will reimburse Bank for any fees, charges, or penalties assessed against Bank by Visa, MasterCard, Discover or other card association for Merchant’s violation of acceptable card association rules, regulations or thresholds.

f) Merchant will pay Bank a $250 termination fee if Merchant without cause terminates this Agreement or utilizes another merchant card services provider within 24 months of the execution of this Agreement.  

g) Merchant will pay Bank any interchange fees, and any dues or other amounts assessed against Bank by Visa, MasterCard, Discover or any other card association in connection with the services provided to Merchant under this Agreement.  

h) All fees or other monetary obligations due from Merchant to Bank for any other services that are provided to the Merchant by the Bank or sales receipt adjustment, including but not limited to chargebacks, provided for in this Agreement or otherwise arising out of the Merchant-Bank relationship, shall be charged to Merchant by an adjustment to any credit due Merchant, a charge to Merchant’s Operating Account or any other method appropriate under the terms of Merchant’s deposit and payments arrangements with Bank.  

i) Any fees or other monetary obligations due from Merchant, payment of which has not been effected by any of the aforesaid means, shall be paid by Merchant to Bank upon demand.  

j) Merchant hereby authorizes Bank or such other financial institution that maintains Merchant’s Operating Account to accept charges to such account initiated by Bank, and waives any claims against such other financial institution for loss or damages arising out of such charges to Merchant’s Operating Account.

11. Retention of Original Sales Receipts and Copies.  Merchant will retain the original sales receipt or credit receipt for a period of not less than one hundred eighty (180) days and the original sales receipt or credit receipt, or a copy thereof, for a period of not less than seven (7) years.  Within five (5) business days of receipt of Bank’s request, Merchant shall mail the originally executed sales receipt or credit receipt to Bank, if such original has been retained, or if no longer available, a legible copy thereof.  Bank shall have full recourse to the Merchant for, and may chargeback to the Merchant, any portion of any charge which is uncollectible or which is due and owing a customer.  Further, a sales receipt or credit receipt which does not contain the information required under Sections 3 and 6, including, without limitation, a Cardless Transaction as provided, shall also be subject to full recourse if the Cardholder continues to dispute the validity of the charge after Bank has presented the Merchant’s evidence of validity of the charge to the Cardholder.

12. Recovery of Cards.  Merchant will use its best efforts to reasonably and peaceably recover and retain any Approved Card for which Merchant receives notification of cancellation, restriction, theft or counterfeiting.  Such notice may be given (i) electronically through the terminal (ii) as instructed by Bank’s authorization center by any means, or (iii) by listing on any cancelled card list, restricted card list or warning bulletin.  Further, the Merchant shall also take reasonable steps to recover a card which it has reasonable grounds to believe is counterfeit, fraudulent or stolen.

13. Equipment, Regulations, Records.

Merchant will:

a) Use such forms and equipment, including but not limited to electronic terminals, as Bank may provide or approve.

b) Observe and comply with applicable operating instructions and regulations promulgated from time to time by issuers of Approved Cards, or card associations or otherwise applicable to Merchant.  

c) Preserve all records pertaining to sales receipts and credit receipts as provided in Section 11 herein and permit Bank to examine and verify the same at any reasonable time.

d) Return any materials that contain Cardholder Account Numbers, personal Cardholder information, and other credit card transaction information to Bank if Merchant terminates business operations, including bankruptcy, insolvency, or any other suspension of business operations. 

e) Execute and file such statements and notices as Bank may request to preserve or protect its interests hereunder.

f) Examine or use one or more Approved Card security features including Personal Identification Numbers, if applicable, before completing a transaction.

g) Be responsible for its employees’ actions while in its employ and for improper use at any time of Cardholder information or data obtained by an employee or former employee.

14. Cardholder Information Security Requirements.  

a) Merchant shall not sell, purchase, provide or exchange credit card or debit card number information in the form of imprinted sales slips, carbon copies of imprinted sales slips, mailing lists, tapes, journal rolls, or any other media obtained by reason of a card transaction to any third party other than to the Merchant’s Agent for the purpose of assisting the Merchant in its business, to Bank, to the respective card association, the online debit networks, the Card issuer or organization, or pursuant to a government request.

b) If an e-commerce Merchant electronically stores, handles or processes cardholder data in connection with its provision of goods or services, then Merchant must include an appropriate ‘indicator code’ in each settlement message.

c) Merchant agrees to establish security procedures to protect Cardholder information and comply with the Visa Cardholder Information Security Program (CISP), MasterCard’s Site Data Protection (SDP) Program, Discover Information Security Compliance (DISC) Program, and the Payment Card Industry Data Security Standards (PCI DSS), which shall be deemed to also include, without limitation, the Payment Application Data Security Standards (PA DSS) and PIN Transaction Security (PTS). Merchant also agrees to comply with any data security response procedures recommended or required by Visa, MasterCard, Discover or the Payment Card Industry.  The card associations or Bank, and their respective representatives, may inspect the premises of Merchant or any Merchant Servicer or Agent engaged by Merchant for compliance with security requirements or data security response procedures. Merchant acknowledges that any failure to comply with security requirements may result in the imposition of restrictions on Merchant or the permanent prohibition of Merchant’s participation in card acceptance programs by the card associations. Merchant shall indemnify and hold Bank harmless against any losses or damages arising from Merchant's failure to comply with security procedures or Merchant's acts or omissions that result in a breach of data security.  The requirements for PCI DSS compliance validation are set forth on Bank’s “Merchant Data Security Service/PCI DSS Compliance Validation Requirements,” document which is incorporated herein by reference, and which may be amended from time to time by Bank.

15. Credit Investigation, Financial Reports.  Merchant authorizes Bank from time to time to request consumer credit reports and to conduct investigations of the background and credit history of Merchant; any principal, officer, or managing agent of Merchant if Merchant is a corporation; any partner of Merchant if Merchant is a partnership; and the individual owner of Merchant if Merchant is a sole proprietorship. Merchant represents and warrants to Bank that the financial statements and other information heretofore furnished by Merchant to Bank are true and correct and fairly represent the financial condition of Merchant and, since the time of furnishing to Bank, there has been no material adverse change in the financial condition or operations of Merchant.  Merchant shall furnish or cause to be furnished to Bank from time to time upon request Merchant’s most recent annual financial statement (including a balance sheet, income statement, and statement of cash flows), a personal financial statement (dated not more than twelve months prior to the date requested by Bank) for each principal, officer, managing agent, partner, or sole proprietor of Merchant’s obligations under this Agreement, and such other financial information as Bank may reasonably request.  Merchant shall, upon request of Bank, permit Bank to verify any or all sales completed by Merchant and to examine books, records, and other documents related to any Transactions submitted to Bank.  Merchant authorizes Bank to report or communicate from time to time information concerning Merchant’s Transaction activity to Visa International, Inc., Visa USA, MasterCard International, Inc., Discover Financial Services or their member financial institutions.  Merchant authorizes Bank to obtain any of the information described in this Section 15 from any guarantor of Merchant’s obligations under this Agreement, to request such information directly from such guarantor, and to perform any investigation of such guarantor that Bank is permitted to perform against Merchant hereunder.  In addition, Merchant agrees to provide any information on any guarantor of its obligations under this Agreement that Bank may reasonably request.

16. Limitation of Liability.
a) Bank shall not be liable for failure to provide services if such failure is due to any cause or condition beyond its reasonable control.  Such causes or conditions shall include, but shall not be limited to, acts of God or of the public enemy, acts of the Government in either its sovereign or contractual capacity, fires, floods, epidemics, quarantine restrictions, strikes, mass shortages of labor or materials, freight embargoes, unusually severe weather, electrical power failures, or other similar causes beyond Bank’s control and Bank shall have no liability for losses, expenses or damages, ordinary, special or consequential resulting directly or indirectly from such causes.  If Bank’s failure to provide the services under this Agreement is caused by the default of a subcontractor, and if such default arises out of causes beyond the control of both Bank and the subcontractor, Bank shall not be liable unless the supplies or services under this Agreement to be furnished by the subcontractor were obtainable from other sources in sufficient time to permit Bank to fulfill its obligations hereunder and at a cost substantially the same as Bank was obligated to pay such subcontractor.

b) Bank shall use reasonable commercial efforts at all times to provide prompt and efficient services.  Bank shall use due care in processing all work submitted to it by Merchant and agrees that it will, at its expense, correct any errors to the extent such errors are due to malfunction of Bank’s computers, operating systems or programs, or errors by Bank’s employees or agents.  Correction shall be limited to rerunning of the job or jobs and/or recreating of data or program files.  Bank shall not be responsible in any manner for errors or failures of or errors in proprietary systems and programs other than those of Bank and its subcontractors, nor shall Bank be liable for errors or failures of Merchant’s software or operational systems.  The warranties in this Section 16 are exclusive and are in lieu of all other warranties and Merchant hereby waives all other warranties, express, implied or statutory including, without limitation, any warranty of merchantability or fitness for use for a particular purpose.

c) Due to the nature of the services being performed by Bank, it is agreed that in no event will Bank be liable for any claim, loss liability, correction, cost, damage or expense caused by Bank’s performance or failure to perform hereunder which is not reported by Merchant within the lesser of ninety (90) days of Merchant’s knowledge of Bank’s performance or failure to perform giving rise to such claim or one (1) year of the Bank’s performance or failure to perform giving rise to such claim.  Merchant agrees that, for purposes of calculating and applying the one (1) year period described herein, where Merchant has alleged an error arising from the recurring performance or non-performance by Bank, each instance of performance or non-performance shall be deemed to be a separate error.

d) Each party shall indemnify and hold harmless the other party from and against any and all claims, actions, demands, losses, costs, expenses, liabilities and other amounts including, without limitation, legal fees, costs and expenses (including such fees, costs and expenses of appeals), whether or not litigation is commenced, imposed upon, incurred by or asserted against the indemnified party, arising out of the fault, negligence, or breach of warranty or representation of the indemnifying party, its agents or its employees in the performance by the indemnifying party of its duties and obligation pursuant to this Agreement or arising out of the failure by the indemnifying party to comply with the terms of this Agreement.

e) NOTWITHSTANDING THE FOREGOING, NEITHER PARTY SHALL BE LIABLE TO THE OTHER PARTY FOR INDIRECT OR CONSEQUENTIAL DAMAGES INCLUDING, WITHOUT LIMITATION, LOST PROFITS, EVEN IF THE PARTIES HAVE KNOWLEDGE OF THE POSSIBILITY OF SUCH DAMAGE.
17. Termination.  This Agreement may be voluntarily terminated by either party at any time by written notice to the other to become effective on the date specified in such notice, provided such date is at least fifteen (15) days after the date the termination notice is received.  Notwithstanding the foregoing, this Agreement may be immediately terminated by Bank as a result of Merchant’s fraud, excessive chargeback history, suspicious activity, or breach of this Agreement or any other agreement with any affiliate of Bank, which breach gives rise to Bank’s reasonable expectation of loss.  This Agreement shall automatically terminate if any petition shall be filed by or against Merchant under any bankruptcy or insolvency law.  Bank may selectively terminate one or more of Merchant’s locations without terminating the entire Merchant relationship.  All obligations of Merchant incurred or existing under this Agreement as of the effective date of termination shall survive such termination.  In the event of termination, unless otherwise agreed by the parties, Merchant shall promptly return all leased equipment to Bank or Bank's assignee.

18. Reserve Account, Set-Off, Hold, Termination.  In addition to any other equitable or legal rights or remedies available to it, Bank absolutely reserves the right to establish a reserve account, in its sole discretion and immediately upon written notice to Merchant, for all past, existing, or potential, future suspicious activity by or concerning Merchant, or any other past, existing or potential, future indebtedness or liabilities of Merchant to Bank under this Agreement, including, without limitation, chargebacks and costs incurred by Bank in enforcing any of its rights under this Agreement.  Bank shall have a right of “set-off” and claim against the Operating Account, and in conjunction with the set-off, or in the alternative, place a hold on the Operating Account, whether maintained at Bank, at any affiliate of Bank, or at any other institution.  Furthermore, Bank may exercise its right of set-off against any other account, and any other property of Merchant maintained at, or in the possession of, Bank or any affiliate of Bank, including through deduction from payments otherwise due to Merchant from Bank or any affiliate of Bank. Bank may also exercise its right to place a hold on any other account of Merchant maintained at Bank or any affiliate of Fulton Financial Corporation.  Additionally, in order to recover sums due to it or to fund a reserve account, Bank may require Merchant to deposit with Bank funds or other security acceptable to Bank, which deposit Merchant will deliver to Bank not later than three (3) days after written request for such deposit.  The reserve account shall be established and maintained in an amount that Bank, in its sole discretion, deems necessary.  The reserve account may be maintained for six (6) months after the termination date or such longer period as Bank’s liability shall continue under applicable law, rules or regulations.  Upon the expiration of such period, Bank shall promptly pay the remaining balance in the reserve account to Merchant.

19. Indemnity.  Merchant will indemnify and hold Bank and its officers, directors, employees, agents and affiliates harmless against any claim, loss, cost or expense, including any legal fees, arising as a result of (i) a violation by Merchant of any terms or conditions of this Agreement, and/or (ii) any claim made by a third party related to Merchant’s store, Merchant's products or services, or Merchant's business, unless such claim is due to the gross negligence or willful misconduct of Bank.

20. Change in Business.  Merchant must give written notice, not less than sixty (60) days beforehand, of (i) the commencement of e-commerce Transactions; (ii) any change in ownership or control of at least ten percent (10%) of Merchant; (iii) any significant change in the nature or mode of operation of Merchant’s business; or (iv) the sale or transfer of at least ten percent (10%) of Merchant’s assets. After receipt of Merchant’s written notice as required in this Section 20, Bank may require Merchant to complete and submit, within twenty (20) days, a new merchant account application in the form provided by Bank and such other information concerning the change in business as Bank may reasonably require, including credit bureau reports.

21. Notice.
a) All notices from Merchant to Bank under this Agreement must be given by registered or certified mail, return receipt requested, postage prepaid, and additionally may be given by electronic mail (e-mail) or fax, as follows:

Merchant Operations Department

Fulton Bank Administrative Services Center

1695 State Street

East Petersburg, PA 17520-1319

E-MAIL:  merchantcsfb@fult.com
FAX:  717-519-0381

b) All notices from Bank to Merchant under this Agreement may be given by first class, registered or certified mail, return receipt requested, postage prepaid, Federal Express, United Parcel Service, or fax, per the address and fax information provided below Merchant’s execution of this Agreement at its end. 

c) Alternatively, Merchant consents to receiving electronically rather than in paper form all written notices, disclosures and other documents (“Document(s)”) which are to be provided by Bank to Merchant under this Agreement.  If notices are sent in this matter, Bank will notify Merchant that a Document is available at Bank’s web site with a link to that specific page of the web site containing the Document.  Merchant agrees that such notification may be sent to Merchant at the e-mail address provided as part of the Merchant Application.  Merchant understands and acknowledges that access to the Internet and e-mail are required for Merchant to access a Document electronically, and Merchant confirms that Merchant has such access.  Merchant understands that there are costs related to access Documents electronically, and Merchant agrees that Merchant is responsible for these related access costs.  At any time and without giving Merchant advance notice, Bank may elect not to send a Document electronically, in which case a paper copy of the Document will be sent to Merchant or such Document shall otherwise be provided as provided for herein.

d) Any party may change the address to which notices to that party are to be directed by notice given in the manner provided in this Section 21.

22. Patriot Act.  Federal regulations enacted pursuant to the USA PATRIOT Act and other applicable laws require financial institutions to verify the identity of every person who seeks to open an account with a financial institution. As a result of Merchant’s status as an account holder with Bank, Merchant shall provide documentary verification of Merchant’s identity, such as a driver’s license or passport for an individual and certified copy of organization documents for an entity in a manner acceptable to Bank. Bank reserves the right to verify Merchant’s identity through other non-documentary methods as Bank deems appropriate in its sole discretion.  Bank may retain a copy of any document it obtains to verify Merchant’s identity with the financial institution.

23. Compliance With Laws.  Merchant will comply with all Requirements of Law and regulations, including but not limited to laws and regulations regarding anti-money laundering compliance, in completing Transactions, submitting them to Bank, performing its obligations under this Agreement, and otherwise conducting its business.

24. Applicability, Severability, No Waiver.  The provisions of this Agreement shall be operative for and applicable to Approved Cards issued under the Visa Card Program, MasterCard Program, Discover Network or other applicable card programs, as Bank determines and the context requires.  If any provision contained in this Agreement is for any reason held to be invalid or unenforceable, no other provision shall be effected thereby, and this Agreement shall be construed as if the invalid or unenforceable provision had never been a part of it.  Any failure of Bank to insist upon strict performance of any of the covenants or conditions of this Agreement, or to exercise any option therein conferred in any one or more instances, shall not be construed as a waiver or relinquishment for the future of any such covenants or conditions, and the same shall be and remain in full force and effect.

25. Amendments to Agreement.

a) Amendment to Add Cards:  From time to time, Bank may notify Merchant that additional Approved Cards may be accepted at Merchant’s Terminal(s) as payment for Transactions (“Additional Cards”).  All provisions of this Agreement applying to Approved Cards shall be applicable to Transactions conducted using any such Additional Cards.  The Bank shall notify Merchant in writing of any Additional Cards that may be accepted, and the fees to be charged for services related to the Additional Cards.  Acceptance by Merchant of an Additional Card as payment for a Transaction after Bank has sent Merchant appropriate notice shall constitute Merchant’s agreement to accept Additional Cards under the terms of this Agreement and the fees or charges relating to the Additional Cards.

b) Other Amendments:  Unless otherwise provided for in this Agreement, Bank may amend this Agreement at any time by providing Merchant with fifteen (15) days’ prior notice by:  (1) sending Merchant written notice of such amendment or (2) posting such amendment to the Bank website and providing Merchant with electronic notice as provided in Section 21(c).  The amendment will become effective unless Bank receives Merchant’s notice terminating this Agreement before the effective date.  Bank may amend this Agreement upon less than fifteen (15) days’ prior notice if Bank reasonably determines immediate modification is required by law, the requirements of any card association or provider, or any adverse change in Merchant’s financial condition.  Amendments submitted by Merchant will bind Bank only if in writing and approved and signed by Bank’s authorized officer.

26. Arbitration.  Any controversy or claim arising out of or relating to this Agreement, or any breach thereof, shall be settled by arbitration in accordance with the rules then in effect of the Lancaster, Pennsylvania, or otherwise nearest, office of the American Arbitration Association (“AAA”), and judgment upon the award rendered may be entered in any court having jurisdiction thereof, except to the extent that the parties may otherwise reach a mutual settlement of such issue.  Each party shall bear its own costs and expenses, including attorneys’ fees, incurred in connection with such dispute, proceedings or actions.

27. Confession of Judgment.  MERCHANT IRREVOCABLY AUTHORIZES AND EMPOWERS ANY ATTORNEY OR THE PROTHONOTARY OR CLERK OF ANY COURT HAVING JURISDICTION TO APPEAR AT ANY TIME FOR MERCHANT AFTER AMOUNTS BECOME DUE HEREUNDER AND WITH OR WITHOUT COMPLAINT FILED, CONFESS OR ENTER JUDGMENT AGAINST MERCHANT FOR ALL SUMS DUE HEREUNDER, ON WHICH JUDGMENT OR JUDGMENTS ONE OR MORE EXECUTIONS SHALL ISSUE IMMEDIATELY; AND FOR SO DOING, THIS AGREEMENT SHALL BE SUFFICIENT WARRANT.  AUTHORITY GRANTED IN THIS AGREEMENT TO CONFESS JUDGMENT AGAINST MERCHANT SHALL CONTINUE FROM TIME TO TIME AND AT ALL TIMES UNTIL PAYMENT IN FULL OF ALL AMOUNTS DUE UNDER THIS AGREEMENT.  MERCHANT HEREBY WAIVES ANY RIGHT TO NOTICE THAT MERCHANT MAY HAVE OR TO A HEARING AND REPRESENTS THAT MERCHANT UNDERSTANDS THE LEGAL SIGNIFICANCE OF THIS CONFESSION OF JUDGMENT PROVISION.

28. Construction of Agreement, Effective Date.  This Merchant Agreement becomes effective when the Merchant Application is signed and approved by Bank.  This Merchant Agreement is the complete and final agreement between Merchant and Bank with respect to the subject matter hereof and supersedes all prior or contemporaneous negotiations, stipulations or agreements.  This Agreement may be assigned by Bank at any time upon written notice to Merchant.  Merchant may not assigned this Agreement without the prior written consent of Bank.  This Agreement shall be binding upon and shall inure to the benefit of the parties hereto, their respective heirs, personal representatives, successors and permitted assigns and shall be governed by and construed in accordance with the laws of the Commonwealth of Pennsylvania.  Any attachments or exhibits to this Agreement, including but not limited to the Bank’s Pricing Schedule, are hereby incorporated by reference as though fully set forth herein.  If any provision of this Agreement shall be deemed invalid or unenforceable, in whole or in part, then this Agreement shall be deemed to be amended to delete or modify, as necessary, the invalid or unenforceable provision to render it valid, enforceable, and, insofar as possible, consistent with the original intent of the parties.  The failure of Bank, at any time or from time to time, to require performance of any obligations of Merchant hereunder shall not be deemed a waiver and shall not affect its right to enforce any provision of this Agreement at a subsequent time.  The relationship of Company and Merchant is that of independent contractors.  Neither party nor their employees, consultants, contractors or agents are agents, employees or joint venturers of the other party, nor do they have any authority to bind the other party by contract or otherwise to any obligation. No provisions of this Agreement are intended, nor will they be interpreted, to provide or create any third party beneficiary rights or any other rights of any kind in any other party.  The heading to the sections hereof have been inserted for convenience only and shall not modify or restrict any provisions hereof or be used to construe any such provisions.  Unless the context clearly other indicated or provided, any pronoun used herein shall include the corresponding masculine, feminine or neuter forms, and the singular form of pronouns shall include the plural and vice versa.
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